Universal Credit

Programme Risk

redacted s40(2)"

agreed with stakeholders.

Objective: The Strategy will include a set off
security principles that will focus supplier
attention on controls and counter
measures required to reduce the potential
for a successful Cyber attack.

“Te define how system of specialist controls should
be developed to mitigate the evolving Cyber Threat.”
28/9/11: There is a dependency on issues escalated
by [540(2) exemptian] to the Design Authority being
decided upon, otherwise target production date is
4/10/11.

Update 27/10/11: Programme Elaboration workshops
have taken priority. They will deal with the high level
issues in this area. The product draft will be
completed by the beginning of December with a view
to impacting with stakeholders and baselining before
Elaboration workshops start in January 2012 covering
security.

Update 10/11/11 Principles from Cyber Strategy will
be included in a workshop presentation planned for
15/12/11.

Update 22/11/11: Principles on track for defivery. We
will be ensuring that the outputs are reviewed /
discussed with PIP before wider discussion with
suppliers.

Update 5/12/11: Principles drafied, ready as parl of
presentation to PIP / Counter Fraud / BST on 8/12/11
and to suppliers on 15/12/11. -
Update 3/1/12: Presentation delivered to PIP /
Security stakeholders on 8/12/11 and to suppliers

RAP Ref Current Programme Risk Rating Impact Project Risk Risk Action Date Risk
Number Date Assumption |Owner Manager Registered
Impact Likslihood |Risk Profile Xref
09/05/2012 Bob Lovett "personal 13/09/2011
B&ITS1 5 4 } infermation redacted
Current Strand Risk Rating
Impact Likelihood  |Risk Profils Source Project Source Sub-Project
5 a uc Security Team
Risk Cyber - Given Universal Credit represents a high value asset, exposed on a widely accessible potentially high Planning milestone risk impacts:
Description vulnerability channel, there is a high risk of cyber attacks against the underlying service, leading to non-availability
of UC through the online channel. Leap 4 Release 7 Elaboration
{UVC.B&IT S.ADC.15243); Leap 3
Assumption There are adequate countermeasures within the UC service to resist a sustained |  Sensitivity | Stability Performance Test Preparation
cyber attack via the online channel. (UVC.BAIT 5.ADC.55)
D D
Cause and Cause: Risk Review Date
Consequence UC represents a high value asset which is exposed on a high vulnerability channel.
02/05/2012
Reputational Risk [ves | Category
Consaguence Level 1 Level 2
Non-availability of UC through the online channel.
Customer Service Business
& Operational Interruption
Business Report Reason Overall Status
Visibility (Open / Closed)
Programme Level |Risk could have significant impact on costs and timelines.
Risk Open
Mitigation Manager |Activities/dellverables Target date Mitigations in Progress Date
plan (Y/N) & Completed
plan unique ID
“personal information |Issue to be raised with the Design Authority, |11/11/2011 13/9/11: Paper presented to Design Authority on 11/11/2011
redacted s40(2)" with a view to gaining decisions on relevant 24/8/11 and range of risks discussed but no decisions
approach and controls. made. Lack of decisions at Design Authority to be
Objective: The mitigation will ensure that escalated to [s40(2) exemption] / Steve Dover.
any polential design obstacles / 28/9/11: Solution Design are producing an HLSO
constraints are understood across the showing the E2E architecture; Programme Technical
architecture community, enabling design Elaboration meeting to be held in Warrington (28/9) to
decisions around Cyber to be taken with a establish a full E2E design.
shared perspective of the issues to be Update 27/10/11: HLSO issued for impact by Soluticn
addressed. ’ Design. Programme Elaboration Workshops due ta
report on 4/11/11 with updated architecture.
Update 10/11/11: Awaiting impact of Programme
Elaboration output.
Update 22/1111: Programme Elaboration outputs
received and are currently being impacted. This
mitigation can be closed.
“personal information LG Cyber Security Strategy to be drafted and [15/12/2011 13/9/11: Drafting of strategy underway. Its purpose is [19/12/2011
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“personal information
redacted s40(2}"

Protective Manitoring and Aierting Des gn to
be dratted and agreed with stakeholgers.
Update 22/11/11: Programme Eiaboration
cutpats under review; materials on frack for
delivery tor 15/12.

30/08/2011

Update 13/8/11: Drafting commenced. g purpose is
"To assure compliance with GPG and support end-to-
end uger/claimant accountanility and non-repudiation”
Update 28/9/11: Product will be avaitable on
24/10/11. Workshop is being set up to discuss
impacts with key stakeholders and suppliers.

Update 27/10/11: Programme Elaboration workshops
have taken priority. They will deal with the high level
issues in 1his area. The product dratft will be
completed by the beginning of Cecember with a view
to impacting with stakeholders and baselining before
Elabaration workshops star in January 2042 cavering
security.

Update 10/11/11: Awaiting output from Programme
Eiaboration. Protective Manitoring principles will be
inciuded in supplier / stakeholder presentation
planned provisionalty for 15/12/11.

Update 5/12/11: Protlective monitoring work / slides
progressed - will be delivered in presentations on
B/12 and 15/12. Solution Dsign has also produced a
Security Design Pattern for Protective Monitoring
which will provide a framework for more detailed
design work around the PM solution.

Update 3A1/12: Protective Monitoring and

Alerting principles / architecture presented

to suppliers on 19/12. What s now required

is an impact from suppliers and

architecture / testing.

18/12/2011

"personai informaticn
redacied $40(2)"

An arghitectural solution needs 1o be defined
to remove real time dependencies. Where not
possible critical services need to be identified
and either moved offline (suitable processes
defined} and/or incorporated into BCP. These
application/hus ness service changes needs
0 be agreed.

Cbjective: Ensure archilactural design
minimises the DWP assels exposed to the
Cyber threat.

30/10/2011

Update 13/9/11: [s40(2) exemption] has contacted
Deparimental BCP 10 outline this and other issues.
He has also produced the dratt UC IT Security
Strategy presented to Design Adalhoeity by(s40(2)
exemption]. Meeting to be arranged with{s40{2)
exemnption] to discuss the architectural apgroach.
28/%/11: Technical Eiabaration Workshop arranged
for 28/9; Architecture overview presentation arranged
for 7710711,

Update 27/10/11: Presentation given to stakeholders
and suppliers on 7/10/11 and an averview of the SAD
was provided by Accenture. High level issues will be
addressed by Programme Elaboration (report’'ng
4/11/11). Security Team starting engagement with
Departmental BCP tearn.

Update 10/11/11: Work is ongaing - output will be
presenied to stakeholders / suppliers on 15/12/11.
Update 22/11/11: Work on track for E2E presentation
to suppliers of ali security archileciure capabilily
principles on 15/12,

Update 5/12/11: E2E archltecture slides are drafted
and will be presented to PIP / CFraud f DST on
81211 and suppliers on 15/12/11.

Update 3/1/12: Presentations completed 8/12 and
i liers and ontinns

"personal information
redacted s40(2}"

Business mpact Leveis to be agreed to
inlorm counter measures required.
Dbjective: BIA scores will inform the type
of countermeasures raquired to mitigate
the cyber threat in vulnerable areas of the
solution that will mitigate the potential
impact of this risk.

23/12/2011

18A12/2011

4 !
Update 13/8/71: BIA to te commenced - initial
workshop suggested by IMM 10 g ve early view of
likely requirements.

Update 28/9/11: Issues around impact levels and the
architecture have been raised with Design Authority -
the tseae will be considered as part of the Technica!
Elaboration Workshop and picked up within the
HLSQ. BlA will be handed over to the accreditation
team on 31/10/11 as planned.

Update 27/10/11: High level BIA on Wrack for delivery.
Decision requirad on who takes forward Accreditation
activity post-ODR.

Update 10/71/11: HL BIA to be issued this week; full
BIA wil be produced by 23/12/11. Arrangements in
place for acereditaron post-QDA and plan now being
developed.

Update 22/11/11; Initial BIA produced and review
currenly underway - work will be undenasen over the
next 2 weeks to align the proposed architecture
principles with the HL BiA outcomes.

Update 512/11: HL BIA reviewed internally. Initial
outcomes discassed with 0ST and some afignment
undertaken with PIP. Key business stakenolders to
review as next step.

Update 3/1/12: Draft scores and potential
implications discussed at meeting with P12 7 DST on
8/12 and suppliers on 19/12. Some additional work is
required 1o baseline the BiA and a watching brief will
be required on any new security risks identified in the
Cyber area but key next step is impact / options from
suppliers.

19122011




[*personal information
redacted s40(2)"

CESG to be engaged to provide expen advice
and assurance around the proposed
architecture.

Objective: Engagement of 2 specialists
endorsed by CESG in the Cyber area will
add value to the understanding of specific
lower level threats within this risk and in
gaining support from the wider security
community on the proposed mitigations.

01/10/2011

Update 13/9/11: [s40(2} exemption] has met with
CESG. Requires agreement fo regular engagement
and commercial cover (being handled separately).
Update 28/9/11: Individuals Identified and agreed with
CESG; meetings held with Commercials and Finance
and terms of engagement drafted with a view to
getting swift engagement.

Update 10/11/11: 2 resources identified - 1 has
accepted the position, a response expected
imminently from the other - action can be closed if
this is recelved.

Update: 22/11/11: Start date for 1st member of stalf
agreed as 5/12/11; 2nd member of staff due to
confirm appointment by 25/11 - an update will be
provided at RRB.

Update 512/11: 2 spetialists recruited and in
place - threat briefings arranged with GCHQ.
Mitigation can now be closed.

0s/12/2011

Bob Lovett

Commission the development of a Cybar
Defence Management System (CDMS).
Objective: To introduce a system which
alerts DWP and its suppliers to a potential
Cyber attack, enabling action to be taken
to reduce the potential impact of this risk.

31/03/2012

Update 22/11/11: Initial discussions underway.
Update 5/12/11: Potential soluticns reviewed with
potential suppliers. Commercial DM paper will also bej
required - Finance end Commercials engaged.
Update 3/1/12: Requirements drafted. DM paper
required to confirm commercial / supplier route; plan
for CDMS delivery will be developed once supplier
arrangements confirmed.

Update: 17/1/12: Work undertaken 1o create a
functional view of the UC Security Operation Centre
{SOC) - a vision document will be produced by 3/2/12
to inform the Demand Management paper. Detailed
cosls / tachnical oprtions / commercial proposals will
be drawn up in February 2012 in consultation with
suppliers.

Updale 9/2/12: Meeling held with suppliers on 6/2/12.
‘Work now planned to put commercial cover in place
and creale delailed development plan.

Update 2/3/12: Prasentation made to Steve Dover an
solution by suppliers. Costs will be required for Star
Chambers by 12/3/12

Update 28/3/12: Joint supplier presentation covering
initial milestones and outline cosis on 18/3/12.
Detailed plans and commercials will be required.
Update: 24/4/12: Commercial cover requested
through to 1/8/12, Discussions ongoing with
Finance to confirm longer-term funding
requirement.

Bob Lovett

To co-ordinate supplier opticns and impacts to
the Cyber and related material delivered on
1974211,

Objective: To ensure options and issues
identified by suppliers with the evolving
security architecture and its undertying
principles are properly and fully impacted.

31/01/2012

Update 3/1/12: Presentations completed 19/12/11;
slide decks distributed securely to all suppliers
(except HPES who have still to provide PGP key) -
responses awaited. Next steps will be raised at IMM
on 11/112.

Updale 17/1/12: HPES issue resolved. Discussions
are being co-ordinated with the Infrastructure team
with a view 1o having a clear understanding of options
and potential issues within the required timelines.
Update 9/212: Existing slide decks will be
baselined on 10/2/12. This action can now be
closed.

09/02/2012

"personal Information
redacted 840{2)"

To work with the newly established ADI
function to agree the E2E security
architecture.

Objective: To ensure detailed design of
cyber controls is in place to facilitate the
procurement of terst environments in line
with the UC plan.

25/04/2012

Update 8/2/12: Workshop arranged by ADI to run
from 20/2-24/2/12,

Update 2/3/12: ADI workshops took place,
discussions held here and with Infrastructure team
and suppliers. Work ongoing around design - a call
will be required iImminently on whether additional
security controis can be included with Leap 3
Perfornmance environment.

Update 28/3/12: An E2E security architecture pack
was issued lo suppliers w/c 12th March and
discussions held following its issue. Given the link
with the suppliers responses to the provisioning of
environments, the issue was escalaled at ITCB (28/3)
and a workshop will be convened by AD! to resolve
supplier queries and agree the arghitecture {o enable
procurement work 10 progress.

Update 24/4/12: Supplier presentation on E2E
architecture was made on 17/4/12; updated
architecture diagrams have been provided to
Security team (24/4) and are due to be assured /
any gaps identified by 25/2/12,

Date RRB approved
closure

Closure Evidence




For escatation
i oda

| Reason: Sensitivity/stability

Trend Analysis of Profile scores

Latest Update

Date Impact Likelihood Profile 24/4112: E2E security architecture has been presented to supplier cabal on 17/4/12,

Il_n_herem Rating 5 5 25 update by suppliers and is under review by the Security team (to be completed by 25/4)
Residual Rating 13/09/2011 5 4 20

28/09/2011 5 4 20 24/4/12 contd: Discussions being held with Finance to review budgetary requirements

28/10/2011 5 4 20 are critical (hence ongoing red 20 score).

10/11/2011 5 4 20

22/11/2011 5 4 20 01/05/12 - workshop held to go through outstanding comments on the E2E Security

06/12/2011 5 4 20 Architecture - there's a 2 week plan inplace to take forward Leap 4 and Leap 5 issues.

03/01/2012 5 4 20

17/01/2012 5 4 20

09/02/2012 5 4 20

22/02/2012 5 4 20

02/03/2012 5 4 20

28/03/2012 5 4 20

24/04/2012 5 4 20




Universal Credit

Programme Risk

RAP Ref Current Programme Risk Rating Impact Project Risk Risk Action Date Risk
Number Date Assumption Owner Manager Registered
Impact Likelihood Risk Profile Xref
B&ITS2 4 4 09/05/2012 Steve Dover Bob Lovett 08/09/2011
Current Strand Risk Rating
Impact Likelihood  |Risk Profile Source Project Source Sub-Project
5 4 uc Security Team
Risk Fraud: If adequate prevention and detection and technical controls are not built in to the UC solution, fraudulent [Planning milestone risk impacts:
Description aclivity may be successfully perpetrated against UC leading to significant financial losses.
Leap 4 Release 7 Elaboration
(UVC.B&IT S.ADC.15243); Leap 3
Assumption The UC service is able to prevent, detect, correct , punish and deter fraudulent| Sensitivity |Stability Performance Test Preparation
activity (UVC.B&IT 5.ADC.55)
D c
Cause and Cause: Risk Review Date
Consequence Adequate prevention and detection technical controls are not built into the UC solution,

A 02/05/2012
Reputational Risk [Yes Category
Consequence Level 1 Level 2
Significant financial losses.
v Business
Legal & Crime

Interruption

Business Report Reason Overall Status
Visibility . (Open / Closed)
RRB Programme |Could significantly impact the successful implementation / live running of the system.
Level Risk Open
Etigalion Manager |Activities/deliverables Target date  [Mitigations in Progress Date
. plan (Y/N) & Completed

plan unique
ID

redacted s40(2)"

"personal information

Draft scope statement for IRIS with the
associated UC requirements. Impact with key
stakeholders.

Obijective: To ensure UC Counter Fraud
requirements needed to mitigate this risk
are understood by the CF Programme.

15/09/2011

Update 13/9/11: Joint IRIS / UC workshops held to
discuss scope and high level requirements; draft
scope document will be produced by 15/9.

Update 28/9/11: Meeting arranged in Birchwood for
29/9/11with IRIS / UC to review anticipated scope /
requirements and architecture overview.

Update 4/10/11: Scope statement and UC
requirements of IRIS will be available for wider
discussion on 7/10.

Update 27/10/11: Scope statement / requirements
document issued for impact and discussion.
Update 10/11/11: More detailed work around
requirementis now ongoing - as the high level view
of UC doing online and Counter Fraud doing offline,
action can be closed.

10/11/2011




F&E Programme

Alignment of UC / IRIS plans - confirmation
required that IRIS will deliver functionality in
ling with UC delivery timelines.

Objective: To ensure UC counter fraud
requirements are delivered on time to
mitigate the lower level risks at the point
of go live.

16/04/2012

lunderway to align UC / CF architecture.

Update 13/9/11: SDI resource deployed to assist
IRIS with planning. IRIS will produce a plan /
confirm planning milestones ahead of its Gate 0 in
early October 11.

Update 28/9/11: Key dates identified with IRIS
through planning workshop (Gate 0 for IRIS will be
Portfolic Board on 17/11/11). IRIS has an urgent
need for a planning resource to bring their
programme plan together. SDI are discussing this
requirement with Bill Parnham.

Update 27/10/11: Agreement reached with Counter
Fraud that offline and the risk scoring elements of
the development will be delivered by the CF
Programme for UC and PIP but online functionality
for UC and PIP will be controlled by UC. Bids will
need to be submitted and adjustments will be
required to the UC Business Case. A co-ordination
team has been set up with SDI resource (1 IBM
resource will be added). A fully aligned plan is due
from SDI on 5/12/11.

Update 10/11/11: IBM Project Manager appointed;
work advancing to meet the 5/12/11 date for the
plan.

Update 22/11/11: Plans in development; work

Update 5/12/11: Draft plans produced by SDI and
IBM, reporting in place via IMM. Counter Fraud will
need to confirm long-term funding arrangemetns in
place as well as deliverability of plan - programme
is due to report back to Board in February 2012.
No confirmation yet that the Counter Fraud
programme will be able to deliver the offline

"personal information
redacted s40(2)"

Fraud and Error resource to be included in
Planning and Elaboration workshops from
Leap 3 onwards, :

Objective: To ensure controls and
mitigations developed within UC are
consistent with the wider objectives of the
Counter Fraud programme.

30/09/2011

|workshops. Suggest this action is now completed.

Update 13/9/11: F&E staff attending Leap 3
workshops.

Update 28/9/11: Workshop engagement with F&E
continues. Agreement on workshop dates awaited
to confirm resources for all workshops. This will be
picked up at the UC / IRIS meeting on 29/9/11.
Update 27/10/11: CF have continued to support

Update 10/11/11: Engagement continues.

Update 5/12/11: Joint working around architecture
has continued - 1SA produced, Counter fraud
architect and PM invited to security principles
presentation and discussion on 8/12/11, !
Update 3/1/12: CF architect attended
presentation on 8/12. Architectural
engagement established. CF resources
attending elaboration workshops. This activity
is now BAU - mitigation can be closed.

03/01/2012

Bob Lovett

To manage and fund “on line” Counter Fraud
solution for UC.

Obijective: To ensure critical controls
required within the UC solution are
identified and managed by UC.

31/01/2012

5/12/11: SDI and |BM have taken forward this
work. An ADR has been drafted and sent to |IBM
for future work. Funding confirmed by Programme
Board 5/12.

Update 3/1/12: Short-term funding issues
addressed and commercial cover progressed.
High level plan and approach discussed and way
forward agreed. Position will be monitored and plan
/ deliverables reviewed at the end of January (CF
is due 10 return to the Board in February).

Update 17/1/12: Work is progressing; an additional
resource has been supplied by UC to support the
current architecture work in this area.

Update 21/2/12: Architecture inputs on behalf of
UC are being managed by UC Security Team
(Charlie Boundy). One the pian has been baselined
this mitigation will become BAU.

Update 2/3/12: Awaiting confirmation of plan
agreement etc at Programme Board in March.
Update 28/3/12: IRIS date now in April - draft
dates are available.

Update 24/4/12: IRIS has passed its Gate 0,
mitigation closed off.

02/04/2012




|Bob Lovett/ [s40(2)
exemption]

Agree funding and cross-charging
arrangermnents for UC functionality within
Counter Fraud.

Objective: To ensure adequate funding is
in place to cover UC's obligations within
the Counter Fraud programme.

31/03/2012

22/2/12; Telekit held between Finance and Security]
to discuss funding / budget profile . Further actions
agreed 1o align funding requirements /
assumptions with Counter Fraud Finance. The CF
Programme's funding request is currently under
review by HMT.

Update 2/3/12: Costs will need to be submitted to
Star Chamber on 12-14/3/12. Discussions held
with [s40(2) exemption] to look at budgeted CF
costs for 2012/13. We have been advised that CF
programme funding has been approved by HMT.
Update 28/3/12: 2012/13 budget discussions are
ongoing with [s40(2) exemption] along with
confirmation of arrangements / figures required to
be transferred to IRIS by UC.

Update 24/4/12: Security budget under review -
discussions ongoing regarding cross-funding
requirements.

Bob Lovett

To agree with and support the CF
Programme with the identifcation of
required interfaces.

Objective: To ensure interface
requirements between UC and Counter
Fraud are documented and mutually
understood.

01/06/2012

Update 24/4/12: UC has agreed to work with CF
to make presentations to Cabinet Office. A
workshop has been arranged for 15/5/12,

Date RRB approved
closure

Closure Evidence

|Ear escalation

[ [Reason: Sensitivity/stability

Trend Analysis of Profile scores

Latest Update

Date Impact " Likelihood Profile

Inherent Rating

[Residual Rating 0870972011 4 Z 16
28/09/2011 4 4 16
28/10/2011 4 4 16
10/11/2011 4 4 16
058/12/2011 4 4 16
03/01/2012 4 K 16
17/01/2012 4 4 16
02/03/2012 -4 4 16
28/03/2012 4 4 16
24/04/2012 4 4 16

20/03/12: Following confirmation that HMT can support the identified cost
requirements of the Counter Fraud programme, work is now underway to confirm
anticipated costs to UC and cross-charging arrangements. UC continues to provide
architectural resources to supporl the design of the Counter Fraud system.

28/3/12: 2012/13 budget being finalised along with arrangements for transfer. IRIS
Bioard expected ta go ahead in April. Impact of the Cyber work on IRIS has been
discussed as parl of the supplier presentations.

24/4/12: Funding arrangements under discussion with Finance. CF Programme has
passed its Gate 0 and commissioned work through to the end of May 2012. Bob
Lovett has agreed 10 work with the CF Pragramme ta confirm required interfaces and
make presentations to Cabinet Office.







Universal Credit

Programme Risk

RAP Ref Current Programme Risk Rating Impact Project Risk Risk Action Date Risk
Number Date Assumption |Owner Manager Registered
Impact Likelinood Risk Profile ¥ref
B&ITS3 4 4 16/04/2012 Steve Dover Bob Lovett  |13/09/2011
Current Strand Risk Rating
Impact Likelthcod  [Risk Profile Source Project Source Sub-Project
5 3 uc Security Team
Risk Online: [f UC is unable to establish trust In a claimant's online identity and personal data, Custorners may be inen'?’lanning milestone risk impacts:
Description access to UC resources to which they are not entitled leading to an increased risk of fraudulent activity.
Leap 4 Release ¥ Elaboration
{UVC.B&IT S5.ADC.15243); Leap 3
Assumption UG will have a clear understanding of the levels of trust that can be put on Sensitivity |Stability Performance Test Proparation
claimant identity and claimant data provided through the online channg! (UVC.B&IT 5.ADC.55}
D c
Cause and Cause; Risk Review Date
Consequence UG is unable to establish trust in the claimant's online identity and personal data.
03/06/2012
Aeputational Risk [Yes Category
Consequence Level 1 Level 2
An increased rigk of fraudulent activity.
Customer
= Customer
Service & % -
2 Service Risk
Operational

HBusiness Report
Visibility

Reason

Overall Status
{Open / Closed)

RRB Strategic risk

The risk has the potential to impact design, increase costs and increase the risk of fraudulent activity within UG,

Open

Mitigation Manager

Activities/deliverables

Target date

mt-igalions in
plan {(Y/N) &
plan unigue
|5]

Progress

Date
Completed

"personal information
redacted s40(2)"

Establish what the Cabinet Office IDA solution
will deliver / confirm delivery timescales.
Objective: Ensure the required |DA solution
is in place in time for UC go live, reducing
the impact on the customer journey.

01/10/2011

Update 13/8/11: {s40(2) exemption] engaged in
ragular meetings with Cabinst Office. [s40(2)
exemption] has met with [540(2) exemption] (GO
IDA Lead) - some concerns that suggested Public
RFC approach may impact desired timelines.
Interim design considered appropriate - a CESG
paper is expected imminently. S
Update 28/5/11: CESG comments received.
[s40{2) exemption) attending next stage mesting
on 28/9 in Whitghall - mitigation will be reviewed
after the meeting.

Update 27/10/11: Cabinet Office has confirmed the
cross-Government solution will not be available
within UC timescales. Work underway to produce
high level timeline and plan for a DWP-driven
solution.

27/10/2011

“personal information
redacted s40{2)"

A trust model will be defined to constrain what
can be done onling for users of different
assurance levels.

Objective: Pravide clarity to suppliers and
DWP stakeholders around the constraints
created and the risk based assurance
mechanism to fallow in the development of
the UC sclution.

30/10/2011

Update 13/8/11: Product descriplion developed.
Update 28/9/11: Trust Model draft commenced;
workshap for presentation to stakeholders
identified on the plan.

Update 27/10/11: Issue fed in 1o Programme
Elaboration which will report on 4/11/11. Full
product will be developed during November ahead
of workshops cevering security elaboration starting
in January.

Update 10/11/11: Trust model will be covered in
the presentation to be given to stakeholders /
suppliers provisionally scheduled on 15/12/11.
Update 22/11/11; Work on tragk for delivery.
Update 5/12/11: Trust model will form part of the
presentation to PIP / Counter Fraud / DST on
8/12/11 and to suppliers on 15/12/11.

Update 3/1/12: Presentations defivered to
stakeholders on 8/12 and to suppliers on 19/12;
trust model material also daliverad in to Leap /
Release Planning. Mitipation can be closed.

03/01/2012




Agile Teams (input
itrom Security Team)

Strategic Design
Authority.

Deliver UC application processes and supporting
offline services which can deal with users with
low onling identity assurance.

Objective: Ensure adequate IT and business
controls are applied to mitigate the risks
associated with different levels of trus!.

.

03/01/2012

Update 13/9/11: Security Team engaging with
Agile teams - issue being highlighted.

Update 2B/8/11: Input will be provided tc all Leap /
Elaboration workshops - shor-term resourcing
problem far the Security team.

| Update 27/10/11: Security input provided to
current round of Elaboration workshops. Security
has been planned faor detailed elaboration work
starting 3/1/12.

Update 22/11/11: Input 1o workshops continues.
Update 5/12/11: Gontinued feed into Eiaboration

| workshops - more delailed material will be
developed for Leap 4 in January.

Update 3/1/12: Storias A35 & 151 submitted and
remain in scope - BAU for elaboration waorkshop -
‘mmgatbon can be closed.

- |osrorizon2

Acceptance that 'pre-population’ will necessarily
need to be very limited in some scenarios,
Objective: To ensure data is displayed in line
with the perceived risks around trust.

30/05/2011

Update 13/9/11: Issue escalated with Design 03/01/2012
Authority by [s40(2) exemption]. Design Authority
steer required.

Update 28/9/11: Pre-population issue and proposall
| flagged by [s40(2) exemption] ahead of the

| Technical Elaboration workshop on 268/8/11.
Update 27/10/11: The issue has been included in
the draft design principles issued to Stefan .
Czerniawski for review and comment.

\Update 10/11/11: Issue is ongoing - detail of how
Iprinciple wilt be applied will be discussed in

| Elaboration workshops.

Update 22/11/11: Principles in place, will need ta
be applied as scenarios anise.

Update 3/1/12: Detail of how principles apply will
be an ongeing issue for the Elaboration
workshops. Suggest closure of mitigation as this
should now be handled BAU through those
workshaops.

Bob Lovett

To develop plans and secure funding for the
DWP driven |DA solution.
Objective: In the absence of a Cabinet Office

a Inio § futi

i designed / pianned for UC go live.

31/03/2012

5/12/11: Selution and plans reviewed internally and
by Cablnet Office. Funding for longer-term neads
to be confirmed. N
Update 3/1/12: Meeting held 15/12 to discuss
costs, OJEU notice delayed 4 weeks to enable
Cabinet Office impacts - some replanning
underway to reflect delay. Commerctal and
technical discussions are underway intermally
betwaen suppliers to confirm who / how the
solution will be delivered. I
Update 17/1/12: Revised dates for completion of
OJEU work provided by Cabinet Office. DWP
looking to sharten this if at all possibie - replanning
of IDA starled and workshop arranged 18/1 to
consider impact of IDA on Infrastructure.

21/2/12; OJEY is expacted 1o be re-issued on
24/2/12. Discussion hald with Finance around
funding profile on 21/2/12 - fallow up arranged for
16/3 in line with Star Chambers.

Update 2/3/12: OJEU issued and plan revised.
Costs o be submitted to Star Chambers on 12-
14/3.

Update 28/3/12: A large number of responses
have been received in response to the OJEU.
Supplier costs hava been submitted via Star
Chamber and will b validated for the deadline of
28/3M12.

Update 24/4/12: DWP senior management and
Cabinel Office are currently reviewing the ITT
and OJEU responses with a view 1o agreeing
nexi steps.

Date RRB approved
closure

Closure Evidence

For escalation

Trend Analysis of Profile scores

{ |Reasen: Sensitivity/stabifity

Latest Update

Date Impact Likelihood

Profile

Inherent Rating

Residual Rating

08/09/2011

16

28/09/2011

16

10/11/2011

16

05/12/2011

12

03/01/2012

12

17/01/2012

12

22/02/2012

12

02/03/2012

12

28/03/2012

12

R B B B B B B B B
o L5 L8] [ Ron] D) D] B B

24/04/2012

16

20/03/12: Responses are awaited to the OJEU issued for IDA. Financial impacting is
underway following presentations by existing suppliers to the Star Chambers w/c 12th
March

28/3/12: OJEU responses received; funding issues under review

24/4/12: Awaiting delivery plan from the project team. A review of the ITT and OJEU
has been held between DWP senior management and Cabinet Office




RAP Ref Current Programme Risk 'Impacl Project Assumption |Risk Risk Action Date Risk Registered
Number Impact Likelihaad Xret Owner Manager
PSD6&1 5 3 ol Katherine Courtney |Richard West 27/03/2012
Current Strand Rigk Rating
Impact Likslihood | Risk Profite 7 / Saurce Project Source Sub-Project
5 3

Risk There is a risk that claimants will not become financially independent (and responsible), as envisaged in the Whita Paper |Planning milestone risk impacts: 1

Description and Business Case, even assuming the delivery of new products, tailored supporl and with agreed processes far HB Deme - Junel2
exceplions from the main financial defaults. Pathfinder - April 13
UC Go-live - Oclober 13
Assumption 1. There will be a suitable sef of financial products in Sensitivity Stability
place In time for the key UC Go Live dates - June 12, 5
April 13, Oct 13 to enable claimants to choose an "
appropriate "fit for purpose” product for them. .

2. There will be a suitable range of personal
budgeting support arrangements in place for the UC
Go Live dates (June 12, April 13, Oct 13} to enable c c
estimated demand to be met, based on claimant and
business nead.

3. Thera will be & suitable and operable end to end
exceptions service in place for the UC Go Live dates
June 12, April 13, Oct 13.

Cause:
1. Many claimants are “un-banked” ar choose to be so due to debt levels and the risk of recovery from any payments in to
bank accounts, and even those that have a bank account or a POCA will find it is not “fit for purpose” for UG,

2. Claimants are used 1o having their rent paid for them and receiving payments on a mainly weekly or two-weskly cycle.
3. Many claimants aiso don't cope well with their finances and may find this exacerbated by UC being paid an a monthly
cycle.

4. Our strategy depends to a large extent on external sourcas for the creation of new financial products. We won't know
until ApriMay whather there is likely to be a commercially viable market for these next generation banking products.

Cause and Consequence Risk Review Date

5. We are also very d it on external crgar for the delivery of budgeting support. LU
6. There may be many claimants who consider themselves to be an "exception” leading te that service becoming
oversubscribed (versus estimates andfor ministerial expectations}. This may be exacerbated by the attitude and
behaviours of representative organisaticns. x
Reputational Risk | Yes | Category
Consequence Level 1 Level 2
1. Money paid tor housing will not be paid to landiords
2. Arrears for the claimant {and possible eviction)
3. Loss of income stream for the Landlord. B Customer Service
4, With larger payments ciaimants may find themselves in correspondingly bigger debt Strategy Risk
5. Maore pressure on crisis loans etc.
6, Parcentage of claimanls who are vulnarable to financial difficulty, exclusion and/or abusescrime may increase.
Business Report Visibility |Reason Overall Status
(Qpen { Cloged)
Open
Mitigation Manager Mitigations Target date Mitigations in plan Progress Pate Completed
(Y/N) & plan unique \
[v]
"personal information GENERAL - Introduce a 1 December 2012 |NA Team in place, althcugh there are 5 agreed vacancies.
redacled s40{2)" dedicatad teamn within the {partial) 2 -

Programme whose sole aim (s to [31/05/2012 (full)
deliver a Personal Budgeting
strategy that enables claimants to
succeed

"personal information
redacted s40{2)"

GENERAL - Personal Budgeting | 08/05/2012
Sirategy developed and
approved.

UVC.PSD.SD.7469 - | Strategy has been out for two rounds of QR and has been positively
Strategy Approved  [received. It is on track for sign off on 8th May

"“personal information GENERAL - PE requirements 31/05/2012 UVC.PSD.SD.7771 - | Plan for high level design agreed with target date of end May. This

redacted s40(2)"

captured as Service Design
Chaptars within the averall
Migration Design thraugh ta Core
ar Migration Agile Design as
appropriate.

Financial Products
Requirements
UVG.PSD.SD.7533 -
Produce Support
Aeguirements
UVC.PSD.SD.7630 -
Exceptions Policy
Design Specification

will be deliverad for Managed Migration as part of the Joint Migration
Design arrangemants in place that spans [s40(2) exemption] , Tim
Carter's and Richard West's teams. Discussions are continuing as 1of
how it will be delivered for New Claims and Natural Migrations within|
Preparation.

"personal information

GENERAL - Extensive

30/0472012 &

UVC.PSD.SD.7780 -

Engagement Strategy developed for Financial Products as a

redacted s40(2)"

Working with a range of
providers to explore support
products and services.

redacted s40(2)" slakeholder engagement has Ongoing Research & Supplier [separate product and Exceptions plans to conduct a Stakeholders
starled in each of the three main engagement assessment of the proposed risk categorias and methadology.
workstreams UVYC.PSD.SD.7664 - |Engagement activity is included within the overall approach for
Stakeholder Budgeting Support {e.g. the Supplier Analysis requires engagement
Assagsment of by definition}. Formal external Engagement arrangements are in
Exception criteria place via an Advisory Group - the Supporl & Exceplions Working
Group (SEWG) which meets monthly,
“‘personal information FINANCIAL PRODUCTS - 11/05/2012 UVC.PSD.SD.7811 - | Deloitie’s now in place from 5th March. Interim Report due by first
redacted s40(2)" External consultancy engaged for Financial Products  fweek in April with Final Report in early May
resource to explore optiens for Report of Findings
commaercialising financial
products to ensure the viability of
this approach.
“personal information FINANCIAL PRODUCTS - 28/09/2012 UVC.PSD.8D.7771 - | Following on from the Deloitte Repart we plan to engage with the

Financial Products
Requirements
UVC.PSD.8D.7780 -
Research & Supplier
engagemeant

financial products markets (private and social) to ensure the widast

possible products development so that each claimant segment has a
choiga of at least two possible financial products and can select one
that bets meets their needs. From high sireet barks to credit unions.




*personal information
redacted s40{2)"

| FINANCIAL PRODUCTS - Use
(Deloitte) consultancy, using our
Sarvice Propasition, 1o Test Lhe
market response .

Delgitte have produced an intetim report which has been discussed
with the SLT and other televani stakeholders. Final Report is due on
27th Aptil. Thereafier there will be a follow up SLT workshop on the
1st of May and a final session with Lord Freud on 3rg May.

“personal information
redactad s40(2)"

[FINANGIAL PRODUCTS -
Conducl claimant Tesling,
lincluding Live Innovation Trials

Plans are being developed to test claimant reaction to the possible
financial product sclutions that are being developed o help assess
potential barriers to take up, adoplion and use. This will be included
within an ovarall Qoadmap being delivered as part of the Dolomite
Report that will then inform an Implementation Plan,

“personal information
radacted s40{2)"

BUDGETING SUPPORT - Work
undar way with analysls to drive
out volumes for each of the
claimant segments. Will share
with the Minister on 24th April

31052012 UVC.PSD.SD.7611
Financial Producls
Report of Findings

31/12/12 (for PF} [UVC,PSD.SD.7833

31 Juby 13 (for Financial Products

Main Ge Live) Implementation Plan
completed

30/04/2G12 UVC.PSD.8D.7515 -
Segmentation
Approach

A segmentation approach and provisional segmentation has been
completed and GR'd internally with key stakeholders. 1l will be
included in the malerials for the Budgating Support session on the
24th

“personal infarmation
redacted 540(2)"

BUDGETING SUPPORT -
Commission {and if need be pay
for) additional exiernal budgeting
support capability, especially in

Review al and of
June 12, Needs io|
be in place for;

End January 13

UVC.PSD.SD.7533 -
Produce Support
Requlrements
UVC.PSD.8SD.7545 -

Although we have yet to complete the analysis the emerging view
form the Cabinel Office, who have been doing waork in this are
already, is that even the face lo face service which is place today
{which may not itself be adequale} is undar prassure die to funding

the face to face channel {for PF) Produce Supplier p arising fram changes made by OGDs and LAs. Tobe
. End July 13 {for  |A | di d initialiy at Min | 0 on 24th
main Go live) UVC.PSD.SD.7553 -
I Praduce Supplier
Gap Assessment
“personal information BUDGETING SUPFORT - End July 12 Noi yet in plans. This will only be considerad if the gap is sufficient to warrant it and it
redacted s40(2)" Subinit additional bid to Business is bielisved 1o be the only way of mitigating the risk. A key
Case or DWP or Treasury once assumption up to this point is that the support is "out there” and we
Demand for support is fully don't need to fund (double fundj
eslimated
“personal information B. SUPP, & PAYMENT 29/06/2012 UVC PSD.SD.7467 - [Thase propasals are part of the input to the Ministerial workshops on|
|redacted s40(2)" EXCEPTIONS - Mandate the use | -~ Claimant 24th April and 1st May. It accepted they will be progressed within
of the CRAT for all claimanis and Assessment Tool the High Level Design.
the Exceptions Risk Scoring for
all in tha relevant Segmants. A
“personal information B. SUPP. & PAYMENT 20008/2012 Not yet in plans This will be considered as part of the design for Budgeting Support
|redacted s40(2)" EXCEPTIQNS - Davelop and Payment Exceplions, beginning with High Lavel Desigr in May.
|mechanisms to “teward” pasitive Not yet in plans
|elalmant behaviours and “punish” .
atrant budgeting behaviours
*personal information PAYMENT EXCEPTIONS - 31/01/12 {fer PF) [Natyet in plans This will be considered as part of the design for Budgeting Support
redacted 540(2)" Ensure the non-automated 3107413 (tor main and Payment Exceptions, beginning with High Level Dasign In May.
design and processes are fit for  [Go Live) Not yel in plans
purpose and are suitably tested. )
Date RRB approved |Clasure Evidence
closyre
el =
| Trend Analysis of Proflle scores Latest Update
T [Likelhoe a
Date Impact d Profile
[TiRerent Rating =
Resi Rating 5




redacted s40(2)"

design and build. First multi-supplier
assurance session planned for 23/02/2012
(with Accenture and IBM)

basis. Now part of business as usual.

Programme Current Programme Risk Rating Project : Z i
Impact 5 Risk Risk Action ” =
L impact Likelihood  |Risk Profile Date Assumption Owner Manager pateilisiiHogistared
Number Xref
57 "personal information “personal information redacted
PSDO055 4 3 12_ | 30/04/2013 redacted s40(2)" s40(2)" 15/09/2011
Strand/Team Current Strand Risk Rating
SRA Inherent SRA Residual
RAP Ref SRA A Overall Status
1 : . 2
Number mpact Likelihood  |Risk Profile Risk? Risk Impact Risk Impact Workstream (Open / Closed)
(Days) (Days)
SS&AT055 5 3 15 Open
Risk The Planning Milestone / Activity
Deacription UC Design and Build cannot be sufficiently assured against the strategic intent as specified within the Policy and UC Design that the Risk Impacts
R s The design of the UC service is able to be assured at all levels against its strategic design intent Sensitivity Stability Rathfinder s1aft > a0/04/2013,1C
P and high level design principles. (PSD012) . c c Go-Live 31/10/2013
Cause: Risk Review Date
Assurance of universal credit design and build needs to be done against the design specification. Any areas of unclear or unstable where
policy and strategy mean that assurance needs to take place on assumptions or incomplete information, which may change at a later date, |03/05/2012
meaning design is not correct
Reputational Risk [Yes | Category
Cause and Consequence Level 1 Level 2
Conseguence We may not be able o assure design against policy and strategic intent. Considerable re-work will be required to identify and correct design
failings or where there are gaps in policy and strategy decisions, entailing additional costs and/or delays to design for Pathfinder and Go Programme &
Live. Reputational damage at national level. Claimant experience compromised and sub-optimal. Where Service Design and Strategic Change Project
questions have not been defined, this may delay the agile development programme or result in a lack of readiness for individual user Delivery
scenarios
HE Mitigation in :
Mitigation SR 5 3 Project Plan Date
Mitigations/Deliverables Target dat Progress
Manager g e Pm‘;’&;"a" Unique ID & Completed
"personal Insti
I 7 gate work to understand the gaps that : 5
information . exist around strateglc design assurance 30/09/2011 No Aim 1o update UC Design Authority on 21/08/2011 Complete
redacted s40(2)"
"personal 5 = Design and Assurance Aulhority have baselined the Design
information E:ﬂit:foff ZEBZE?TT;&@:MEM Gif 30/11/2011 No Assurance strategy and Framework and it has been 30/11/2011
redacted s40(2)" gneiony communicated fo SDA
Assurance meelings for pre and psst build in place and
20/1172011 Establish assurance processes 30/11/2011 No assurance reporis preduced for Design & Assurance 30/11/2011
Authority (DAA)
“personal Existing design packs including policy design |
infermation specification are being used lo assure design | 12/12/2011 No ::i::rl‘ﬂ;ep|;‘::ﬁ:;";¥;:)sl|§;gu‘@5 ArgilivausntancE Al every 0112/2012
redacted s40(2}* |and bufld
C— Planning and stakehalder feedback has identified further
information Develop assurance processes 09/01/2012 No waork to cgmpﬁet:e details assurance sirategy and framework. ‘ogmwfzmz
“ Communicated in update on design assurance progress to
redacted s40(2) SDA |
- persunal From Release 8 the fuil desi i i i | ign |3 i
1 i gn spec will be ! Warking with Service Design [s40(2) exemption] to track
information P 28/02/2012 No
Habl |
redacted s40(2)" available to assure design progress
Service lest (medel office) work te be aligned with Design
“personal Assurance process.
. 5 2HBE2T Update 20/04/2012 [s40(2) exemption - [s40{2) exemption] |
:_Z‘;;Zagmw i Bevelopassurance proceases 26/04/2012 has arganised a warkshop for 26th April to cover
20 5402} Alignment/Testing/Piloting/Feedback Loops which will help
manage this. |
x Update 05/03/2012 - [s40(2) exemption] ‘
- Agsurance scheduling board is now in place and meeting
fortnightly to establish the forward plan from all suppliers for
post build assurance.
'S " - A new assurance process has been introduced which
allows more time in pre-build assurance, so that any areas
of policy and slrategy that need fo be clarified can be
"personal tended b addressed and input ta the design.
information Endure apsumnice process s pxterded e’ |y pamnys No - More artefacts will be available for pre-build assurance,  |31/03/2012
: . |include all suppliers, KMS and busingss oy i
redacted s40(2) giving policy and sirategy stakeholders greater
understanding of the design and better confidence that it is
meeting the intent.
- Agile Factory processes, (S3PE, scheduling board) ensure
areas of scope where policy and strategy are not ready do
not go Into elaberation.
- Welfare reform bill has been passed by pariiament, giving
more stability in the policy area &
Agile faclory held first Assurance scheduling
Sersoie] board call on 07/02/2012, to drive farward
ers " - : .
lier = < htl
ko cross supplisr and business assurance of 23/02/2012 Update 20/04/2012 - Meetings take place on a fortnightly Complete




approved closure

Closure Evidence

UVC.PSD.55A
ILF3
7008,8,15,16
(rd. 1),
p 7019,20,25,26
|(rg.2],
7030,31,36,37
r9.1),
. 7040,41,46,47
"personal Define Process o ensure full engagement 255%)51 56.57
information belween Product Owners, Design 28/02/2012 Yas DR | Currently in discussion with SME to refine the process On-going
redacted s40(2)" | Specification Leads and Policy teams %%11 )éz §7.68
¥ % {11.1 dropt},
\7071,72,77,78
{11.1 drop2),
7081 ,82,87,88
{r11.2),
| 7091.92,97,98
{r12.1),
7101,02,07,08
{r12.2)
Hoidaides , Handover of Service Design Specification 10 |,q.0 0015 Yz | UVC.PSD.SSA 29/03/2012
. |A ce (R8) T.8004
i Handover of Service Design Specification to UVC PSD.SSA
information |5 cciance (R9) ’ SioEni2 L TEO06
i Handover of Service Design Specification to UVC.PSD.SSA
information 20/07/2012 Yas
odartad canio  |ASSUrance (R10) T.8008
Date RRB

Fur escalation Yes No Reason:
[T R e BT, rend Analysis of Proflile scores Latest Upﬂ:-aie

Date Impact Likelihood 09/09/2011 meeting 12/09/2011 betwesn [$40(2) exenption] and [s40(2) exemptien] 1o establish an action plar
Inherent Rating 15/09/2011 5 3 land d mitigati ivities.
Residual Rating 15/09/2011 - UC RRB agreed to addition of risk t¢ Programme Risk log. There is thal the 3 different forums.
Strand current 22/11/2011 5 8 15 overlap/ have gaps/ or make conflicting decisions. Further details of mitigations awalied
Programme curren| 25/11:2011 4 3 12 03/10/2011 - Work is ongeing io understand the gaps that may exist around strategic design assurance, to
Programme curreni 16/01/2012 4 3= 12 1 an aclion plan and understand relevant mitigation aclivities 3 ot
Strand current 30/01/2012 | 5 3 15 06/10/2011 - RRE - work underway o develop Design Assurance Framework to be In place by end of
Programme curren 09/02/2012 4 3 12 October.
Stiand aurrent 20/02:2012 5 a 15 ::Sﬁ::?:g; RRB - Mike Tibble to discuss with R&M whether this risk should now be closed as subsumed into
Programme curreny 08/03/2012 | 4 3 12 Programme RRE 16/81/2012 i
Strand current 19/03/2012 5 3 15 Agreed lo look at the mitigation activities for this risk. 18/01/2012 - Miligations are being developed and the
Programme curren{ 03/04/2012 4 3 12 cause and 1ces are being reviewed. Pre- and post- build assurance in place = e
Strand current 25/04/2012 5 3 15 RAE 20/01/2012

Di i were held regarding Ihe risk description and the board requested thal the wording be changed 1o

'UC Design and Build cannol be sufficiently assured against the strategic intent as specified within the Policy
and UC Deslign'.

Discussicns aiso continued regarding the cause of the risk, however these were nol conciuded.

|AP: [s40(2) exemption]to ensure alignment of new werding with LIC PMO prier to new Pregramme RRB.

| Update 03/02/2012 - Discussed change of wording with [s40(2) exemption] & revised RAF 1o be issued for
Pregramme ARB on 08/02/2012.

AP:[s40(2) exemption] te update the risk cause in line with the new wording of the risk

Progi RARB 09/02/2012
To ensure miligation activities for this risk are inciuded in the plan. If nof, 1o include them in the project plan.
Risk Owner should be [s40(2) exemption] not Kalherine Courtney

RAB 20/02/2012
|s40{2) exemplion] gave an update to this risk (ollowing the Programme RRE on 09/02/2012. Programme RRE
requested that the risk ewner be amended from Katherine Courtney to[s40(2) exemption].

Fallowing discussion of this risk, RRB requested that there is more clarity around the risk cause.

ARE discussed the request for the risk rating fo be reduced but agreed that it should remain as an Impact 5
and Likelihoed 3 which will make it visible at Programme level.

AP [s40(2) exemption] te discuss the risk cause with [s40(2) exemption] and amend the wording

RRE 08/03/2012

Pr

No further actions given

ARB 19/03/2012

[s40(2) exemplion] gave an updale i this risk following the Programme RAB on 08/03/2012. Esther Stewart
said thal there was a Programme Issue around Assurance which is being progressed. We are awaiting
confirmation from [s40(2) exemption] that the content of this risk is covered by the issues Assurance work
therefore allowing this risk to be closed.

The board agreed that this risk should remain open and that a discussion between [s40(2) exemption] &
[s40(2) exemption]was required to discuss issue v fisk activities.

AP 190312:08: [s40(2) exemption]to arrange a telekit with [s40{2} exemplion]to discuss issue v risk activities.
Update 21/03/2012 - [s40(2) exemption] and [s40(2) exemplion] have agreed that the risk will remain open and
the RAP will be updated o reflect the current position.

Updale 28/03/2012 - Telekit b [s40(2) piion] and [s40(2) plion] tock place on 19 March.
Agreed issue is being managed, but o keep the risk as &t will need to be managed 1o ensure that the
assurance processes arising from the issue activities are embedded and robust and meet requirements




Programme RRB 03/04/2012
No new actions given.

ARB 25/04/2012

The board agreed that the new RAM should be [s40(2) exemption] replacing [s40{2) exemption]. As with risk
SS&AT056 we are working with Policy colleagues on improving the Acceptance Criteria although there are no
planned activities as yet.







Programme Current Programme Risk Raling [Project z Z z
RAP Ref o ks L | Assumption i Deston Date Risk Registered
Nbie pact Likelihood  |Risk Profile Date Xref Owner Manager
[BF e “personal information “personal information redacted
PSD056 4 3 M 30/04/2013 redacted s40(2)" 540(2)" 25/11/2011
StrandiTeam Sl SRA Inherent  |SRA Residual
RAP Ref 3 SRA 5 3 Overall Status
Number Impact Likelihood Risk Profile Risk? :;::sl;npacl ] (Fg:l;:)npact Workstream (Open / Closed)
SS&AT056 5 s [ Open
: The Planning Milestone / Activi
::;:riptian The UC Design Specification may not be sufficiently defined to ensure the design meets policy and strategic intent that the Riskglmpacts ty
Sensitivity Stability Pathfinder start - 30/04/2013
Assumption The design of the Universal Credit service offering will reflect the strategic intent. (PSD017) c c UC Go-live - 31/10/2013
Cause: Risk Review Date
Design of the Universal Credit offering has conlinued o proceed whilst the processes and plans for developing and assuring the content of
the Service Design Specification - part of the overarching UC Design Specification product - have continued to be developed, alongside 03/05/2012
obtaining appropriate contributions from key stakeholders, i.e. insight, business architecture, policy
Reputational Risk [Yes Category
Cause and Consequence Level 1 Level 2
Consequence
Design will not deliver the policy and strategic intent. Considerable re-work will be required to correct design failings or where there are el
gaps in policy and strategy decisions, entailing additional costs and/or delays to design for Pathfinder and Go Live. Repuational damage at iy =
national level. Claimant experience compromised and sub-optimal. Where Service Design and Strategic questions have not been defined, Change P".’"M
this may delay the agile development programme or result in a lack of readiness for individual user scenarios Delivery
LI Mitigation in 5
Mitigation s s % 5 |Project Plan Date
Manager Mitigations/Deliverables Target date Proﬁc;;;ian Unique ID Progress Completed
Update 15/3/12 [s40(2) exempiion] - Nole fo UC and
departmental stakeholders (Direclors) to reguest inpul and
nominale representatives lo assure and approve UC Service
“personal Widening stakeholder input, assurance and Design Specilication chaplers (deadline 13/3/12). Release 8
information approvals pracess for UC Service Design 22/03/2012 No chapters will be forwarded lo this stakeholder community,  |22/03/2012
redacted s40(2)" |Specification sign off by 22/3/12.
Update 28/3/12 [$40(2) exemption] - UC SDA decision on
15 March agreed stakeholder consuilation process, which
, with Rel I ign _
RQ - Target of end Fehruary Io have plans in place up m Release
UVC.8D.PSD. | 12. Release 8 plans already in place. Draft plans for
£ 6312; R10 - Releases 9 - 12 currently in develepment,
“personal 5::?;’;';:2 ggﬁf;: g‘;;; 'g::%;:ﬁ:: iop UVC.DS.PSD. |Update 2/2/12 [340(2) exemption] - still on track, although
information chapters to support.each A BT (ke 28/02/2012 Yes 6313; R11- |this may be impacted by new ways of working, 28/02/2012
redacted s40(2)" S s Wasch Halaats UVC.SD.PSD. |Update 6/3/12 [840{2) exemption] - RS - 12 dates now
6314, R12 - available and piaceholders for milestones for Service Design|
UVC.SD.PSD. |Specification development are in current plans. Lower level
6317 plans are in development to support these milestones
Ra- Targel of end February 10 nave plans (1 place up 10 Helease
12. Release 8 plans already in place. Drafl plans for
UVC"E'D‘FSD' Releases 9 - 12 currently in development.
ersonal Developing processes and plans to ensure ﬁvg‘D@gén U;}da!a 2!2[!42 [540{2) exemption] - still on track, although
i foration _apprcpna!e S_emce Dlesugr} input Is included 2800212012 You 6315‘ H1~1* ¥ " |\his may be impacted lby new ways‘ of vmrkmg. 28/02/2012
redacted sdo2) | ™ Palicy Design Spgc\jﬁcauon to support each uve .SD PSD Update 6/3/12 - Working closely with UC Policy Design
E : A level user scenario in each Felease 531 ‘: o 1'2 ~7" |team lo ensure appropriate Service Design input is
we <SD PSD commissioned and delivered for each Release.
P ﬂ; " * | Devel opment will be in line \mth Service Desrgn
isdﬂ(Z} ption], Iwﬂher ions pl d on 24
January (o also include [s40(2) exemption], Lead Product
Qwner).
| Update 2/2/12 [540(2) exemption] - Discussion on 24 Jan
< | fook place. Working tegether on processes 1o ensure UC
a?:rme::g g;(;ii?“amn:ﬁ:; s:;i;‘;iiﬁ 4 Dgsfgn Specification reaches all PO's whe need il. Process
L Product Owners, links made with chapler : st dratt - I
Vpemuna_l leadsfauthors to ensure clear understanding |28/482/2042 Update B/3/12 [340(2] exempticn] - Procesaes now in
information of Service Design for each A level user 20/04/2012 place to link up with relevant Product Owners, with regular
redacted s40(2)" sceﬁarﬁo by Releass and feedback loop in 4 ¥ telekits planned for B3, Meetings will be arranged to
place to lest usability of chaplers in agile aupnoriALf) =15 Whgn apprapriate. These meel?r_!gs Wil
design to ensure conlinuous improvement No alag be Usad L providels !zgdbauk lggp an.usablity of
chapters. Mew processes will be required tc take account of|
reorganisation of Policy & Service Design (move of Product
Owners to Richard Wesl's new Service Design team) to
formally take receipt of Service Design Specification
chapters. Estimate this will iakp until around mid April to
discuss. aqrae and fmnleme
Update 28/3/12 [540(2) exemptlon] Arrangements now in
place to provide Service Design Specification to SPE
community {inciuding Assurance Team) ready for the start of] ~
each Release. Meetings being arranged by [540(2)
exemption] to download Service and Policy Design lo SPE
community for Release 9. Will be engaging with Richard
West and team asap
Developing chapter headings for outstanding Upnm_mr‘m [340(2) % “" i Chsp'er : g5
1 " sirategic and service design topics that may gr:sﬂi!!:‘h;j ;j”ilnhfa :Cegdg ;gu consullation with UC Service
PRI or may not be driven by Release A level 28023012 - : e 2
infarmation = scena:‘ro reauwemems.yTnis will enable a 19/03/2012 Ho Update 6/4/12 [s40(2) plion] - ‘ from 18/03/2012
redacted s40(2) pricritisation exercise on work fo be UC Service Design lead. Bringing logether full product
; to support agile plans " | based draft content. This will now be ready for Release 9
i |starting on 19 March 5




is wholly dependent on the liming of decisions around UC
Programme Elaboration.

» Update 2/2/12 [s40(2} exemption] - Meeting with 308 now
planned for € Feb (rearranged from 1 Feb}.

Update 16/2/12 [s40(2) exemption] - UC Service Design
No slarting impacting activilies on 28 February, Suggest target
dale is revised to 30 March.

Update 28/3/12 [s40(2) exemption] - Develaping approach
to'include Programme Elaboration decisions and how
services/automation will need o build over time into the
Service Design Specification. To be ready for inclusion in

= (-3
Initial i\iscussmn with{s40{2) exemption] on 26/1/12.

Update 2/2/12 [340(2) exempticn] - Continuing to develop
processes for Product Owners, which will also include
requirement for Design Assurance collzagues in with
information i s 28/02/2012 No Product Qwners awareness and processes. 28/02/2012
redacted s40(2)" Design Specification cam_te_,n 1 ready for each Update 16/2/12 [s40(2) exemption} - Process i< still in
tranche of assurance activilies d 2 3 3
o draft, comments provided on 8 February. Meeling taking
place on 22 February with PQ's 1o exglain importance of UC
Design Specification 1o the agile design activity e =

Impact of current and ongoing UC

Programme Elabotation will need to be SR S
impacled on plans for Service Design 30/04/2012
Specification development

“personal
information
redacted s40{2)"

Developing plans to ensure that Design

petannal Assurance colleagues understand Service

Date RRB

Closure Evidence
approved closure

For escalation Yes |No Reason.
Trend Analysis rolile scores Latest Update

Inherent Ratin 251‘?:;(11 1 = 5“! L!keghm'd P":;"“ Progeame HRk:) 812012

Residual Ratin ~ = —= Adreed to look at the mitigation activities for this risk
RAB 30/01/2012

Strand current 25/11/2011 5 3 15 The new risk description, cause and consequence was agreed, however the risk aclion manager was seen fo
be [s40(2) examption] in place of [s40(2) exemption].
AP [540(2) exemption]to ensure alignment of new risk defail with UC PMO prior fo new Programme RAB.

BICUIsmeiclienl 25/11/2011 g 2 {2 Update 03/02/2012 - Discussed change of wording with [s40(2) exemption] & revised RAP 1o be issued for
Programme RAB on 089/02/2012

Programme curreny 16/01/2042 4 Ui = B Programme RRE 09/02/2012

Strand current _‘ 30/01:2012 5 3 1 To ensure mitigation activities for this risk are included in (he plan. [f net, te include them in the project plan.

Programme curreni 09/02/2012 4 3 1 Risk Owner should be[s40(2) exemption] not Katherine Courtney.

Strand current 20/02/2012 5 = i'd 15 RRB 20/02/2012

Programme curreni 08/03/2012 4 ERE 13 [s40(2) exemplion] gave an update ta this risk fellowing the Programme RAB. Programme RAB requested thal
the risk owner be amended from Katherine Courtney fo [s40{2}) exemption].

| ARB were requested to agree the change is the risk Impact changing from 5 to 4. This was not agreed as

Slrand cunrent A8l 2 2 2 s unsure whether this could happen without the Likelihood changing, risk rating to remain as impact 5 and
Likelihood 3

Programme curren| 03/04/2012 4 3 12 :

Strand current 25/04/2012 5 3 15 P RRE 08/03/2012

Mo further actions given.

RRB 19/03/2012

[s40(2} exemption] gave an updafe to this risk loliowing the Programme RRB. There are no further updates
required for this risk at present

Programme RRB 03/04/2012 '

Esther Slewart mentioned the 2 day 'deep dive' on the 168 scenarios, we may need 1o consider this as a
mitigation aclivity - await update.

RRE 25/04/2012

[s40(2) exemption] advised that we are currently working with Policy colleagues on irmproving the Acceptance
Criteria although there are no d ifies as yet.




RAP Ref Current Programme Risk Rating Impact Project Risk Risk Action Date Risk
Number Impact Likelihood  |Risk Profile Date Assumption |Owner Manager Registered
Xref
P&SD16 4 3 12 = Peter Hopkins 06/12/2011
Current Strand Risk Rating
Impsct Elkstihood Fi’k Profile / 7 i Source Project Source Sub-Praject
— . / .
5 3 | .
Risk UC may have more requirements of RTI that cannot be provided to UC timelines. Impact on UC cost and Planning milestone risk impacts:
Description schedule and/or DEL cost of manual work around.
Assumption = ’ ||_sensitivity |Stability
Cause and Cause: Risk Review Date
Consequence RTI programme requirements for DWP feed have been baselined in advance of the final UC policy and
operational design. 18/01/2012
Reputational Risk | [ [Categary
Consequence i Level 1 Level 2
UC costs increased
DEL savings not achieved it manual workarounds are required.
Schedule impacted if re-work is required.
Customer experience compromised.
Palicy and strategic intert impacied leading o reputational damage.
|Business Report |Reason i Cverall Status
Visibility {Open / Closed)
Mitigation in-itigatio‘ns Target date  |Mitigations in Progress Date
Manager plan (Y/N) & Completed
plan unique D
Date RRB Closure Evidence : ;
approved closure
For escalation Yes [No [Reason:
i Trend Analysis of Profile scores Latest Update
Date Impact Likelihood Profile 06/12/2011 - ARB - Risk Owner and Action Manager assigned. DWP/HMRC and
Inherent Rating supplier meeting 15/12/11 to review DWP's requirements to HMRC RTI and their
Residual Rating deliverability. Likelihood score reduced o 3
Strand current 30/11/2011 5 4 20 29/03/12 [s40(2) exemption]- the Ownership and the Risk Action Manager of the
Programme current] 30/11/2011 4 4 16 risk are being confirmed as it is not clear why the risk is residing with the Policy]

and Service Design Strand - this will be confirmed ahead of the May RRB.







